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FOREWORD 

 
It is the policy of AURIZ GOLD REFINERY (FZC) to conduct its business in an honest and ethical manner. AURIZ 

GOLD REFINERY (FZC)  adheres to best practices with respect to Anti Money Laundering & Combating Financing 

of Terrorism Policy, and therefore it has a ZERO tolerance policy for Anti Money Laundering & Combating Financing 

of Terrorism done by employees, officers, directors, agents, consultants and contractors of AURIZ GOLD REFINERY 

(FZC)  

 

The purpose of this policy is to provide AURIZ GOLD REFINERY (FZC)  specific guidance for our organization on 

their legal obligations for measures to deter and detect money laundering and financing of terrorism activities. Because 

AML/CFT obligations are contained in several laws, amendments and regulations and as such laws, rules and 

regulations may have extra-territorial application, AURIZ GOLD REFINERY (FZC) and its employees and associated 

persons will be bound by the most stringent of these requirements in respect of its and their conduct in all jurisdictions 

where they may operate, even if such conduct might otherwise be permitted by the local law of a particular jurisdiction.  

 

AURIZ GOLD REFINERY (FZC)  will take all appropriate action under this Policy to ensure compliance with this 

Policy and applicable laws, rules and regulations, which may include disciplinary action, like reporting of violations 

of laws, rules and regulations to appropriate regulatory authorities. AURIZ GOLD REFINERY (FZC) is committed 

to continual improvement and this document represents our first step towards establishing, implementing and 

maintaining a robust Anti Money Laundering & Combating Financing of Terrorism (“AML & CFT”) management 

system. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Anti-Money Laundering and Combating Financing of Terrorism Policy and Procedures                                                                                                       
 
                       

5 | P a g e  
 

 
 

TABLE OF CONTENTS 
 
1 OVERVIEW ............................................................................................................................................................. 9 

1.1 INTRODUCTION ............................................................................................................................................ 9 
1.2 BASIC PRINCIPLES ......................................................................................................................................... 9 
1.3 PURPOSE & SCOPE ..................................................................................................................................... 10 
1.4 LEGAL STATUS ............................................................................................................................................ 10 
1.5 DEFINITION & KEY TERMS .......................................................................................................................... 10 
1.6 MONEY LAUNDERING ................................................................................................................................ 11 
1.7 COVERED PERSON OF THE POLICY ............................................................................................................. 12 
1.8 COMPLIANCE AND ENFORCEMENT OF THE POLICY ................................................................................... 12 
1.9 TRAINING AND AWARENESS ...................................................................................................................... 13 

2 OVERVIEW OF AML/CFT- LEGAL, REGULATORY & NATIONAL STRATEGY FRAMEWORKS OF UAE ...................... 13 
2.1 NATIONAL LEGISLATIVE AND REGULATORY FRAMEWORK ........................................................................ 13 
2.2 INTERNATIONAL LEGISLATIVE AND REGULATORY FRAMEWORK .............................................................. 14 

3 TARGETING FINANCIAL SANCTIONS .................................................................................................................... 14 
3.1 WHAT ARE TARGETED FINANCIAL SANCTIONS (TFS)? ............................................................................... 15 
3.2 WHAT IS UNITED NATIONS SECURITY COUNCIL RESOLUTION (UNSCR)?................................................... 15 
3.3 THE FATF’S COMMITMENT TO TFS ............................................................................................................ 15 
3.4 WHAT IS PROLIFERATION FINANCING OF WEAPONS OF MASS DESTRUCTION (PF-WMD)? ..................... 16 
3.5 UN SECURITY COUNCIL’S APPROACH TO COUNTER TF AND PF-WMD ...................................................... 16 
3.6 UNSCRS WHICH ARE RELEVANT TO YOU AS FIS ......................................................................................... 16 
3.7 LEGISLATION ON FINANCIAL ...................................................................................................................... 17 
3.8 THE OBLIGATION TO FREEZE ‘WITHOUT DELAY’ DEFINED ......................................................................... 17 
3.9 PROTECTION AGAINST LIABILITY FOR REPORTING PERSONS .................................................................... 17 
3.10 TFS ARE IMPLEMENTED IN THE UAE PURSUANT TO UNSCRS IN RELATION TO: ........................................ 17 
3.11 JURISDICTION’S SANCTIONS REGIME ......................................................................................................... 18 
3.12 TYPES OF FINANCIAL SANCTIONS ............................................................................................................... 21 
3.13 HOW TO IDENTIFY A MATCH TO APPLY TFS? ............................................................................................. 22 
3.14 PREDICATE OFFENSES ................................................................................................................................ 23 
3.15 THE FINANCING OF TERRORISM ................................................................................................................ 23 
3.16 FINANCING OF ILLEGAL ORGANISATIONS .................................................................................................. 24 
3.17 TRADE BASE MONEY LAUNDERING ............................................................................................................ 24 
3.18 ATTEMPTED TRANSACTION ....................................................................................................................... 25 
3.19 REPORTING ENTITY .................................................................................................................................... 26 



Anti-Money Laundering and Combating Financing of Terrorism Policy and Procedures                                                                                                       
 
                       

6 | P a g e  
 

4 AML/CFT REQUIREMENTS FOR DEALERS FOR PRECIOUS METALS AND STONES (DPMS) ................................... 26 
4.1 SCENARIOS OF AML/CFT OBLIGATIONS APPLY TO DPMS .......................................................................... 27 

5 ML/FT RISK ASSESSMENT .................................................................................................................................... 29 
5.1 TYPES OF RISK............................................................................................................................................. 29 
5.2 MITIGATING RISK ....................................................................................................................................... 32 
5.3 IDENTIFICATION AND ASSESSMENT OF ML/FT RISKS ................................................................................ 33 
5.4 RISK-BASED APPROACH (RBA) .................................................................................................................... 33 
5.5 OVERARCHING COMMON REQUIREMENTS ............................................................................................... 33 
5.6 PURPOSE AND OBJECTIVE .......................................................................................................................... 33 
5.7 UNDERSTANDING OF THE RBA ................................................................................................................... 34 
5.8 COMPONENTS OF THE RISK-BASED APPROACH AND RISK PROFILING ...................................................... 35 
5.9 RISK FACTORS ............................................................................................................................................. 35 
5.10 RISK FACTORS FOR THE PRECIOUS METALS AND STONES SECTOR ............................................................ 36 
5.11 OTHER RISK FACTORS: ................................................................................................................................ 37 
5.12 RISK ASSESSMENT METHODOLOGY AND DOCUMENTATION .................................................................... 38 

5.12.1 RISK ASSESSMENT METHODOLOGY .................................................................................................. 38 
5.12.2 DOCUMENTATION AND UPDATING .................................................................................................. 39 

5.13 RISK FACTORS OF SPECIFIC CONCERN TO DEALERS IN PRECIOUS METALS/STONES ................................. 39 
6 SUPPLY CHAIN IN DPMS....................................................................................................................................... 39 

6.1 STAGE OF PMS SUPPLY CHAIN & ITS ROLE OF DPMS ................................................................................. 40 
6.2 ADOPT AND COMMIT TO A POLICY FOR MANAGING RISKS IN GOLD FROM CAHRAS ............................... 41 
6.3 ESTABLISH MANAGEMENT STRUCTURES TO IMPLEMENT SUPPLY CHAIN DUE DILIGENCE ...................... 42 
6.4 IDENTIFICATION AND ASSESSMENT OF THE SUPPLY CHAIN RISK .............................................................. 42 

6.4.1 CONDUCT SUPPLY CHAIN DUE DILIGENCE TO IDENTIFY POTENTIAL RISKS ........................................... 42 
6.5 MANAGEMENT OF THE SUPPLY CHAIN RISK .............................................................................................. 44 

7 ENTERPRISE-WIDE RISK ASSESSMENT ................................................................................................................. 44 
7.1 CONDUCTING AN ENTERPRISE-WIDE RISK ASSESSMENT ........................................................................... 44 

8 NATIONAL RISK ASSESSMENT SUMMARY ........................................................................................................... 46 
9 AML/CFT RISK CATEGORIES HANDLING ............................................................................................................... 47 
10 KNOW-YOUR-CUSTOMER (KYC) ..................................................................................................................... 47 

10.1 “KNOW YOUR CUSTOMER” - PROCEDURES AND CONTROL ...................................................................... 49 
10.2 IDENTIFICATION (ID), VERIFICATION (VR) AND KNOW-YOUR-CUSTOMER (KYC) ....................................... 50 
10.3 KYC REQUIREMENTS AS PER INDIVIDUAL AND CORPORATE ..................................................................... 50 

11 CUSTOMER DUE DILIGENCE (CDD) ................................................................................................................. 52 
11.1 RISK BASED APPLICATION OF CDD MEASURES .......................................................................................... 52 
11.2 ASSESSING CUSTOMER AND BUSINESS RELATIONSHIP RISK ..................................................................... 52 
11.3 ESTABLISHING A CUSTOMER RISK PROFILE ................................................................................................ 52 



Anti-Money Laundering and Combating Financing of Terrorism Policy and Procedures                                                                                                       
 
                       

7 | P a g e  
 

11.4 CIRCUMSTANCES AND TIMING FOR UNDERTAKING CDD MEASURES ....................................................... 53 
11.5 ESTABLISHMENT OF A BUSINESS RELATIONSHIP ....................................................................................... 53 
11.6 OCCASIONAL TRANSACTIONS .................................................................................................................... 54 
11.7 CUSTOMER DUE DILIGENCE (CDD) MEASURES .......................................................................................... 55 

11.7.1 CUSTOMER AND BENEFICIAL OWNER IDENTIFICATION/VERIFICATION............................................ 55 
11.7.2 CDD MEASURES CONCERNING LEGAL PERSONS AND ARRANGEMENTS .......................................... 56 
11.7.3 ESTABLISHING A CUSTOMER DUE DILIGENCE PROFILE ..................................................................... 57 
11.7.4 ONGOING MONITORING OF THE BUSINESS RELATIONSHIP.............................................................. 57 
11.7.5 REVIEWING AND UPDATING THE CUSTOMER DUE DILIGENCE INFORMATION ................................ 58 

11.8 ENHANCED DUE DILIGENCE (EDD) MEASURES .......................................................................................... 59 
11.8.1 EDD MEASURES FOR HIGH-RISK CUSTOMERS OR TRANSACTIONS ................................................... 59 
11.8.2 REQUIREMENTS FOR HIGH-RISK COUNTRIES .................................................................................... 60 

11.9 SIMPLIFIED DUE DILIGENCE (SDD) MEASURES ........................................................................................... 60 
11.10 RELIANCE ON A THIRD PARTY ................................................................................................................ 61 

12 SANCTION SCREENING ................................................................................................................................... 62 
12.1 DATA MANAGEMENT ................................................................................................................................. 63 
12.2 THE IMPORTANCE OF A DATA MANAGEMENT CYCLE FOR EFFECTIVE SANCTIONS SCREENING ............... 64 
12.3 SANCTIONS SCREENING CONTROLS ........................................................................................................... 64 
12.4 SANCTION LISTS MANAGEMENT ................................................................................................................ 65 
12.5 CHALLENGES IN MANAGING DATA FOR SANCTIONS SCREENING.............................................................. 65 
12.6 POTENTIAL SOLUTION AND ITS BENEFITS .................................................................................................. 65 

12.6.1 SANCTIONS SCREENING TRENDS ....................................................................................................... 67 
13 SUSPICIOUS TRANSACTIONS/UNUSUAL TRANSACTIONS ............................................................................... 67 

13.1 OBLIGATION TO REPORT SUSPICIOUS TRANSACTION ............................................................................... 68 
13.2 SUSPICIOUS TRANSACTION REPORTING .................................................................................................... 68 
13.3 ROLE OF THE FINANCIAL INTELLIGENCE DEPARTMENT ............................................................................. 69 

14 POLITICALLY EXPOSED PERSONS (PEP’S) ........................................................................................................ 70 
15 TRANSACTION MONITORING ......................................................................................................................... 71 
16 PERIODICAL REVIEW ....................................................................................................................................... 72 

16.1 TRUSTEE, NOMINEE OR FIDUCIARY ACCOUNTS......................................................................................... 72 
16.2 TRANSACTION UNDERTAKEN ON BEHALF OF ACCOUNT HOLDER OR NON-ACCOUNT HOLDERS ............. 73 

17 INDEPENDENT REVIEW OF ANTI-MONEY LAUNDERING PROGRAM .............................................................. 73 
17.1 INTRODUCTION .......................................................................................................................................... 73 
17.2 OBJECTIVES ................................................................................................................................................ 73 
17.3 GUIDELINES ................................................................................................................................................ 73 

18 RED FLAGS ...................................................................................................................................................... 73 
18.1 RED FLAG INDICATORS FOR TF AND PF ...................................................................................................... 73 



Anti-Money Laundering and Combating Financing of Terrorism Policy and Procedures                                                                                                       
 
                       

8 | P a g e  
 

i. RED FLAG INDICATORS FOR TF ................................................................................................................... 73 
A. ACTIVITY INCONSISTENT WITH THE CUSTOMER’S BUSINESS: ................................................................... 74 
B. FUNDS TRANSFERS: .................................................................................................................................... 74 
C. OTHER TRANSACTIONS THAT APPEAR UNUSUAL OR SUSPICIOUS: ........................................................... 74 
D. TERRORIST FINANCING INDICATORS PUBLISHED BY FINTRAC (CANADA’S FINANCIAL INTELLIGENCE UNIT)
 74 
ii. RED FLAG INDICATORS FOR PF ................................................................................................................... 75 
iii. RED FLAG INDICATORS FOR POTENTIAL SANCTIONS CIRCUMVENTIONS .................................................. 76 

19 TIPPING OFF .................................................................................................................................................... 77 
20 EMPLOYEE BEHAVIOR ..................................................................................................................................... 78 
21 RECORD KEEPING ........................................................................................................................................... 78 

21.1 REQUIRED RECORD TYPES .......................................................................................................................... 79 
22 GOVERNANCE ................................................................................................................................................. 81 

22.1 COMPLIANCE DEPARTMENT ...................................................................................................................... 81 
22.1.1 COMPLIANCE PROGRAMME .............................................................................................................. 81 
22.1.2 INDEPENDENT AUDIT ........................................................................................................................ 82 

22.2 COMPLIANCE OFFICER REPORTING STRUCTURE ....................................................................................... 82 
22.3 ROLES AND RESPONSIBILITIES AS PER COMPLIANCE REPORTING STRUCTURE ......................................... 82 

22.3.1 OWNER .............................................................................................................................................. 82 
22.3.2 COMPLIANCE OFFICER ....................................................................................................................... 83 
22.3.3 MONEY LAUNDERING REPORTING OFFICER...................................................................................... 83 

23 STAFF SCREENING AND TRAINING .................................................................................................................. 84 
23.1 KNOW YOUR EMPLOYEES .......................................................................................................................... 84 
23.2 EMPLOYEE SCREENING .............................................................................................................................. 84 
23.3 TRAINING AND AWARENESS ...................................................................................................................... 85 

23.3.1 OBJECTIVE.......................................................................................................................................... 85 
23.3.2 TRAINING MATERIAL ......................................................................................................................... 86 
23.3.3 TRAINING REGISTER .......................................................................................................................... 86 

24 MONEY LAUNDERING PENALTIES UNDER UAE FEDERAL LAW NO (20) OF 2018 ........................................... 86 
GOAML – DPMSR REPORTING .................................................................................................................................... 88 
ANNEXURE – I .............................................................................................................................................................. 91 
ANNEXURE – II ............................................................................................................................................................. 91 
ANNEXURE – III ........................................................................................................................................................... 92 
ANNEXURE- IV ............................................................................................................................................................. 96 
ANNEXURE- V .............................................................................................................................................................. 98 
 
 



Anti-Money Laundering and Combating Financing of Terrorism Policy and Procedures                                                                                                       
 
                       

9 | P a g e  
 

1 OVERVIEW 
 

1.1 INTRODUCTION 
 
Money laundering, terrorism financing, and proliferation financing have significant and far-reaching consequences 
for a country’s financial system and economy. As these crimes increasingly transcend national borders, jurisdictions 
must ensure they are equipped to safeguard the integrity of their financial systems and effectively address any abuses 
that arise.  
 
To achieve this, a solid and comprehensive legal framework is essential, one that empowers our company and clearly 
defines the obligations of all involved parties.  
 
Equally important is fostering an open and collaborative relationship between AML/CFT supervisors and the regulated 
reporting entities. Additionally, it is crucial that the sectors we regulate understand their responsibilities and accept 
their role in the collective effort to combat money laundering (ML) and terrorism financing (TF).  
 
In this context, the Financial Intelligence Unit (FIU), as the AML/CFT regulator for the jewellery sector, strongly 
believes that one of the most effective ways to combat ML and TF is through the implementation of robust controls, 
policies, and procedures by dealers.  
 
The purpose of these guidelines is to assist our sector in developing strong compliance systems and to position our 
company as a committed partner in the fight against ML and TF. These guidelines also aim to support our company 
in fully understanding its AML/CFT obligations. 
 

1.2 BASIC PRINCIPLES 
 
The following principles apply to the Anti-Money Laundering and Combating the Financing of Terrorism (AML & 
CFT) Policy of AURIZ GOLD REFINERY (FZC): 
 

a) AURIZ GOLD REFINERY (FZC) is committed to conducting all its business activities in a transparent, 
ethical, and honest manner. We take a strict zero-tolerance stance on money laundering and the financing of 
terrorism, and we are fully dedicated to acting professionally, fairly, and with integrity in all of our business 
operations and relationships. 

 
b) We aim to partner with businesses that share our zero-tolerance approach to Anti-Money Laundering and 

Combating the Financing of Terrorism (AML & CFT). 
  

c) We adhere to the laws of the United Arab Emirates, both domestically and internationally, and businesses 
dealing with gold, silver, and other precious metals are required to comply with the UAE’s Anti-Money 
Laundering and Combating the Financing of Terrorism (AML-CFT) regulations. 

 
d) Due to the high-risk nature of our industry, we will regularly conduct client due diligence, monitor large 

transactions, and implement a strong AML compliance framework within our organization to ensure 
adherence to AML regulations.  
 

e) Recognizing and mitigating risks can be challenging, but is necessary, and we may seek the expertise of 
AML consultants in Dubai to assist gold dealers in ensuring full compliance and avoiding potential penalties 
under UAE law. 
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1.3 PURPOSE & SCOPE 
 
The purpose of this policy (the “Policy”) is to outline the responsibilities of AURIZ GOLD REFINERY (FZC) and 
its employees in upholding our commitment to preventing money laundering and the financing of terrorism (AML-
CFT). In formulating this Policy, AURIZ GOLD REFINERY (FZC) has taken into account the requirements set forth 
in Cabinet Decision No. (10) of 2019, concerning the Implementing Regulation of Decree-Law No. (20) of 2018, and 
has aligned it with the AML/CFT obligations for Designated Non-Financial Businesses and Professions (DNFBPs). 
Additionally, it is in compliance with the Cabinet Decision for Responsible Sourcing of Precious Metals, as well as 
the LBMA (London Bullion Market Association) Responsible Sourcing and Good Delivery Rules.  
 
This Policy is binding on all “Covered Persons,” which include (a) AURIZ GOLD REFINERY (FZC), (b) all majority-
owned and controlled subsidiaries, affiliates, businesses, and entities, and (c) all actions taken by their employees and 
shareholders. It applies to all dealings and transactions in any country where AURIZ GOLD REFINERY (FZC) 
operates. 
 

1.4 LEGAL STATUS 
 
Under Article 44.11 of Cabinet Decision No. (10) of 2019, which relates to the Implementing Regulation of Decree 
Law No. (20) of 2018 on Anti-Money Laundering and Combating the Financing of Terrorism and Illegal 
Organizations, Supervisory Authorities are required to "provide financial institutions with guidelines and feedback to 
enhance the effectiveness of crime-fighting measures." 
 
Therefore, these Guidelines are not intended to create new laws or regulations, nor do they establish legal, regulatory, 
or judicial precedents. Instead, they should be viewed in conjunction with the current laws, cabinet decisions, 
regulations, and regulatory rulings in force in the UAE and its Free Zones. Supervised institutions are reminded that 
these Guidelines do not replace or supersede any legal or regulatory requirements or statutory obligations. In the event 
of any conflict between these Guidelines and the prevailing legal or regulatory framework, the latter will take 
precedence. 
 
Additionally, these Guidelines should not be interpreted as offering any assurance—either explicit or implicit—that 
Supervisory Authorities or other Competent Authorities will delay, waive, or refrain from enforcing, judicial, or 
punitive measures in the event of a breach of applicable laws, regulations, or regulatory rulings. 
 
The Guidelines, including any lists or examples they contain, are not exhaustive and should not be seen as limiting 
the steps that supervised institutions must take to comply with their legal obligations under the current legal and 
regulatory framework.  
 
Therefore, these Guidelines should not be regarded as legal advice or interpretation. Supervised institutions are 
encouraged to independently assess how they can fulfill their statutory obligations and seek legal or professional 
advice if they are uncertain about the application of the legal or regulatory framework to their specific circumstances. 
 

1.5 DEFINITION & KEY TERMS 
 
AURIZ GOLD REFINERY (FZC) defines Anti-Money Laundering and Combating the Financing of Terrorism 
(AML-CFT) as follows: 
 

a) The act of offering or receiving an improper reward to or from any public officeholder, private employee, 
colleague, or representative of another organization, with the intent to influence their actions in the course of 
their duties, prompting them to act in a manner that deviates from accepted standards of honesty and integrity. 

 
b) The misuse of public office or authority for personal gain, or the offering or promising of any form of value, 

whether directly or indirectly, to a public official, political candidate, party, or party official, in order to 
obtain, retain, or direct business, or secure an improper business advantage. This also includes the demand 
or acceptance of anything of value by such individuals as a condition for granting an improper business 
advantage, whether directly or indirectly. 
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1.6 MONEY LAUNDERING 
 
Money Laundering is the process by which funds derived from criminal activity (“dirty money”) are given the 
appearance of having been legitimately obtained, through a series of transactions in which the funds are ‘cleaned’. 
Its purpose is to allow criminals to maintain control over those proceeds and, ultimately, provide a legitimate cover 
for the source of their income.  
 
For money laundering to take place, first, there must have been the commission of a serious crime which resulted in 
benefits/gains (illegal funds) to the perpetrator. The perpetrator will then try to disguise the fact that the funds were 
generated from criminal activity through various processes and transactions which may also involve other 
individuals, businesses and companies.  
 
There is no one single method of laundering money. Methods can range from the purchase and resale of a luxury 
item (e.g., cars or jewellery) to passing money through legitimate businesses and “shell” companies or as in the case 
of drug trafficking or other serious crimes. The proceeds usually take the form of cash which needs to enter the 
financial system by some means.  
 
 

THE THREE STAGES OF MONEY LAUNDERING 

I. Placement: Criminally derived funds are brought into the financial system. In the case of drug trafficking, 

and some other serious crimes, such as robbery, the proceeds usually take the form of cash which needs to 

enter the financial system. Examples of Placement are depositing cash into bank accounts or using cash to 

purchase assets. Techniques used include Structuring - breaking up a large deposit transaction into smaller 

cash deposits and Smurfing – using other persons to deposit cash. 

 

II. Layering: This takes place after the funds have entered into the financial system. It involves the movement 

of the money. Funds may be shuttled through a web of multiple accounts, companies and countries in order 

to disguise their origins. The intention is to conceal, hide, and obscure the money trail in order to deceive 

the law enforcement and to make the paper trail very difficult to follow. The more layers there are, the 

harder it is to detect the origin of the funds. 

 

III. Integration: The money comes back to criminals as apparently legitimate funds. The laundered funds are 

used for activities such as investment into real estate, luxury assets, and business ventures, to fund further 

criminal activity or spent to enhance the criminal's lifestyle. At this stage, the illegal money has achieved 

the appearance of legitimacy. Successful money laundering allows criminals to use and enjoy the income 

from the criminal activity without suspicion. 

 

 

 

 

 


